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0x00 HEA

2018 4F 1 H 4 H, Jann Horn ZE2 W REFIEE T "Mel tdown” (CVE-2017-5754) fil
”Spectre” (CVE-2017-5753 & CVE-2017-5715) FiZH CPU 4 IRl

a3, NI 2GR CPU BN _ERME BItER , ARALR A Bt 2 vl DLod i s SRz A i
e 1 5 B Bt 2 S AR N A (S B

KPR R, BB AR € A TR DA,

o MHEE AR RGURZIE(EM B, R A

o EIRBUIE RS B, AT LIS AR (Kernel), EMUEEZLETTRES (HyperVisor) (RGBS
B,

o GRS, AT DGR B IL AL A B

o EERIGEHMEZESMKD, B, WA, W, cookie SRR,

HETHIRHT 6, |, AR AR AR N 12 R SRR, #850) rasedt 1k Jr

%o

223t 360 w4 FIPAIFAl, “Meltdown”Fl1”Spectre” JWiHFM EE, BERERESR, &
BOHZANL/ B P TS T AN T R BERE b, RIS R A T 1.

0x01 iR S RE

=2

IR RS S B, SN2

o i1 20 ) Intel, AMD, Qualcomm | ZZXAIILE ARM [{Ab3F 28 57 2| 250

o [FIYRLIR CPU IR A4S R, F03E Linux, Windows, 0SX, 10S, Android Z57E P HI#AE
RATVESE TIBE;

o 360 ZAWIWiAE, Firefox, Chrome, Edge %I WE&HH AN T HHOCHI 24 At AR AR 7
%

Wi S

e Meltdown: CVE-2017-5754
e Spectre : CVE-2017-5715 F1 CVE-2017-5753
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E: ABSCFHEESI M TR ZEAT, W RUOEEK R cert@360.cn.

IARAEFE R (CPUW) IS ENLE AR LE PR F T s AT (e e, #4447 ( Speculative
Execution) Fl[a]#4> 321l CIndirect Branch Prediction).

i EE, ISR IITHATREE AR TR 4. (Ha2, BACRERZS N 1 5 4RI H
A PRZE BEHIR, CATHIRIE FFATHAT, BRMERTE N T 20 4445 (1995 FH4R) - Rk,
TS DN EMNE 26 10 £ B 5 76 2410 48 2 B0 SCE AR IAT 58 BOIT U S8 04T 7] e 2 AT I 1R
LEN S, RAEMA? MESEXN T, HEAEA, CPU TN 7. WSAENAER, W
BUBBAE IR E R R MY (FFF8s, WAFES) , SRS 2. BNEEHASERA
FEMPIEHERS, B CPU RIHENI#4T (Speculative Execution) A

AR, REZEMPREEENR T, R ASEIER, i TLB B AF RS FF A #E
[V . X EL I 1E I BE 5 v DAY SE s it 5508 it (Side Channel Attack) i 7 3R BRI 2247 11
P2 o QN SR Behs 25 Be i R AR BAAT 2577 1) i R BBUBREHE X 0, i ol R mT DASEE 21 38 vy
FERL R P U

BEAR, SRR rT AR5 9 0, Bk a] DURIE H SR AU ROP Joddi ()3E 42K e i 4
M e REEE RO B, LA =M.

1. “UFR AL W5 Y5 ST, Kseit kernel 8% hypervisor 1 P A7%F Geids SR .
totn, Brdi# o] DO i g RIS By, BUR LA hypercall, i@ #4938 1% = ARHD
Kb A B TR, GRS .

2. “OPSCHMREN: IS4 SO A SAE Y LB AR AT AT A A TR R R B R A
MG, CPU TEARERR 75 B AT LB N AE T ), XA A 28, Frbh CPU &1
M4y 37 . Wi vl LUEE A ROP (7 A OokiEAT (5 Bt 5

3. “VRREEME": # CPU L, N T IR REN R SRR A, KA
FAFAFAE — E [P

Kb B s, B e s A R R U,

it FE H AR E KGR ZEEE R, ARG RS,

PR 045, AT AT % (Kernel), KEDLHLAR 204 2 2% (HyperVisor) i Bg 25 1
/AN

MR, AT DA R B e L BRAAME R

I Y AL R 2 K S, RS, N, HIBAE, cookie SEH S RRALE B

360CERT #1 360GearTeam X JwiF#E4T T WF 7 )22, 7 Linux+Docker 1355~
HEAT B9 M R, @R Meltdown % Spectre Jgi, HMLZE ST Docker Z54% A X [F]
—/MiE FE ) Docker 4% B B THUBRE IR (CFID) BRI 2.
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75 A/ 360CERT 4155 CPU ) Meltdown Fil Spectre i i i) — AN FE LR,
KR ¥) Docker Tt ) FH 37y 55 v 7 B3 A2 5 R AT ™ 5 1) PR A1) 2% 11

@ ® 1. @87ef57c007f3:/tmp (ssh)
% @2dbccB458094:/tmp (ssh)

]

attacker

Exploiting Meltdown & Spectre Vulnerabilities
in Docker

L+

HENLKR RS m& BARIMERGNZTEIN T KPTIRIEOR, AN 2K LR
&, D Meltdown" i i) . AEARAEAH SCI (5 B, BEANT AT aetiok 5% 30%1k:
A Lk, oA N P BEACKSEAN R, B0 A 55 45 1K) 10 3 5t mT eI BRI PE RE
AR S

Etx"Spectre"JwiF, HIERAE RS WAL FAWREC S, 8T G R R AR &R
Gt HOR K 5 AT o

0x03 L3N
360CERT BN/ P B IERS T AR KR RIER B, 1EEFAERBE TR TAE:

1. "Meltdown"#1"Spectre" Wi EfEAHX E 2%, o1& EEHEESR—MiEE TH;
OHTRE i Intel) FOTES E 2ERN TR 2 %E@#oawﬁﬁ%m<mzow,%
;{:agg .

3. T%%ﬁ%“ﬁ#?%ﬁ@@(%mmmms¥ATM% B

4. FEZT G BURFE NI 5P AT REIE BRAEBOK IR BE 1R RER K ﬂfl SEINCEvNE (Y EPSENSE

AP AMBEE TR, "SRR M %N
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Intel ISR

Intel 2NV ARERE, WIFH AR MM BT RE, REMZATIRIIR =F
Wt 27 o 2% ik SRS B SR AR AL T TR T 1T 7™ R R 7 AE BT i o AR IR T R R A B 2 B
T EAOEIVE RN, SR A% B AT T

A AL FE 2% O 1 2445 (n Supervisor-Mode Execution Protection A1 Execute
Disable Bit ) 7] LA &8 m B 1M . AR/ BT BAS [ Intel (R BERL

Intel —~E/ESERIERSG W, EAML) M, HEMKRERMEITRERT AN, hRZmixeE
Wiidio AERIATIE TR IAEE,  Intel 2R CRIEALER 25 174 RE .

https://newsroom.intel.com/wp-content/uploads/sites/11/2018/01/Intel-Analysis-of-Specul

ative-Execution-Side-Channels.pdf

PC &5 P

PC 2/, B HRAE AT G BEAT W X R A -

% Windows

BRI T

1. SEHORH RN A, Sefi"Spectre" i Bl s

U ZRE
360 224 Yo T2 360 AR AR E] 9. 1 UL FRA
Firefox F+2% Firefox 3 57. 0. 4 & UL _F A

1. fEHhEAEH, A
chrome://flags/#enable—site—per—process,
SRIG1% Enter .

Chrome 2. By “Strict site isolation” 55141 )8 H.
(MR ARGHA ER “Strict site
isolation” , 1E& # Chrome. ).

3. mii S RIEH B Bh


https://newsroom.intel.com/wp-content/uploads/sites/11/2018/01/Intel-Analysis-of-Speculative-Execution-Side-Channels.pdf
https://newsroom.intel.com/wp-content/uploads/sites/11/2018/01/Intel-Analysis-of-Speculative-Execution-Side-Channels.pdf
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AT AT Windows #h T H, 1ESH “HEHr
Windows %M1 ”

2. SRS R TR RS AN T

oy RN T
S AN T RATRIER R 4%, 1FxRyEIdEE
Intel Intel HOAHICHE4 OBM HE L5 USiE S8 3T (an#

R, AR, B

-

Dell XPS 15 9560 System BIOS

This package provides the Dell System BIOS update and is supported on Dell XPS 15 9560 for Windows Operating Systems.

#h I AIBRTAE
IUpdate to the latest CPU microcode to address CVE-2017-5715
ZS 25!
hE#$1.7.0, 1.7.0 BIOS
Pzl s ):t FirEs
29+28 2017 08 —H 2018
HEM
72
B g
B - Windows/DOS
M XPS_15_9560_1.7.0.exe
TERET HTTP
b NI 10 MB
&Xi58: I HHEFCE SBIOSHI T, FILMERERER (Windows/MS DOS) , MEAWindowsZEMS DOSHiE=Z=E

& et B InE SRR

3. Hfr Windows % T
PP ATE R T8k 360 %4 T+ CPU deid s T A TE R
htip://down. 360safe. com/cpuleak scan. exe

HER: REMPRMARIE R, KRFERD A (WRTHMF, 350 AVD K CPU) KR,
IS T R G PR T

https://support.microsoft.com/en-us/help/4073119/windows-client-guidance-for-it-pro

s-to-protect-against-speculative-exe
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https://support.microsoft.com/en-us/help/4073119/windows-client-guidance-for-it-pros-to-protect-against-speculative-exe
https://support.microsoft.com/en-us/help/4073119/windows-client-guidance-for-it-pros-to-protect-against-speculative-exe

= o=

y 360

\l\/‘)/ — Sy
\‘\?r/%—j/ nggit%mﬁq]‘b https://cert.360.cn
3R OSX

SERALE Mac 0SX High Sierra 10.13.2 KHEERAMEHE T Meltdown 1 Spectre Y,
HHEBEX.

Android & iOS
SEWRAE 10S 11. 2.2 HEEMAMBEE T Spectre Ji;

Android /el ISR, G H

IDC/I= RS EE R

HRTHR Sy IDC/ 3R 2EH ) T D3R it 7 WD 58, Bt 4 T e SR U A 1 e
BRGNS BA I, DU S e .

ERGEHERREME:
BURIR AR ARG B3 1A DRI XU AR o 7 58, b I 1) S A R s 565
i B Ll VR AN T R RS AT T BESST AR VP 5
MEMAMBZ T, #15E 728, AT I AR s %
W B GIRD AN T I C R AE AT OBM ) 75, MBS, WK, PPN,

PLUR R AHR) RS (e fd vk 7 %«
Linux-Redhat/Cent0S KATHX

Redhat 24t 17— #h K EREF ., ZWH P SROZERETEN . BAERH TS
=T

https://access.redhat.com/security/vulnerabilities/speculativeexecution
https://access.redhat.com/articles/3311301#page-table-isolation-pti-6

ETHF AN T )5, RN ST 2iE RERE T, RedHat TRt 1247 I i ok
UES
https://access.redhat.com/articles/3311301#page-table-isolation-pti-6

FH P a] DL PL R 2l i S A 8367 KPTI, Indirect Branch Restricted Speculation
(ibrs), Indirect Branch Prediction Barriers (ibpb) ZEZ44F1E.

# echo © > /sys/kernel/debug/x86/pti_enabled
# echo © > /sys/kernel/debug/x86/ibpb_enabled
# echo © > /sys/kernel/debug/x86/ibrs_enabled
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MBS ] debugfs UM RGwHEAE, RHEL 7 BRUJF/S T 7€ RHEL 6 draf DLt LA
?Aﬁf S ﬂ:)ﬁ:

<

v

# mount -t debugfs nodev /sys/kernel/debug

R AT LI BLT i 4 B 2 i 2 e RS :

# cat /sys/kernel/debug/x86/pti_enabled
# cat /sys/kernel/debug/x86/ibpb_enabled
# cat /sys/kernel/debug/x86/ibrs_enabled

Intel & EEE GEOIAITT:

pti 1 ibrs 1 ibpb 1 -> fix variant#1 #2 #3
pti 1 ibrs © ibpb © -> fix variant#1 #3 (for older Intel systems with no microcode update

available)

AMD S EABE fG BN T

pti @ ibrs © ibpb 2 -> fix variant #1 #2 if the microcode update is applied
pti @ ibrs 2 ibpb 1 -> fix variant #1 #2 on older processors that can disable indirect

branch prediction without microcode updates

FEBA PR AN T TS T -

# cat /sys/kernel/debug/x86/pti_enabled
1
# cat /sys/kernel/debug/x86/ibpb_enabled
0
# cat /sys/kernel/debug/x86/ibrs_enabled
0

7E: Redhat &) FIABEEZRMLS AT MY, FFEH 7 2R OBM | rdk T &
HIREL .

Linux-Ubuntu KiTHR

H A7 Ubuntu R 52 %) Meltdown (CVE-2017-5754) JiF#E x86 64 P& I,

15927 Ubuntu 5 Bkt 4.

https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SpectreAndMeltdown
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Linux-Debian K4ThR
H # Debian 5% T Meltdown (CVE-2017-5754) iR & & .
¥TF CVE-2017-5715 F1  CVE-2017-5753 i&JVE Debian [ 5 B4

https://security-tracker.debian.org/tracker/CVE-2017-5753
https://security-tracker.debian.org/tracker/CVE-2017-5715
% Windows Server

EWH IR RGBSR DIRE, BEATAN T AN T 2%

MRIBHPRMEHER, KRFEBDAHE RIHRM, M2 AMD # CPU) KX,
RS T RN LR T E.

HFLEREEE:

https://support.microsoft.com/en-us/help/4073119/windows-client-guidance-for-it-pro

s-to-protect-against-speculative-exe

Xen BHIML

H AT Xen BIBAEF X Meltdown, Spectre JRiFAFMEE TAEMKIRAESAT 1, 15 9E Xen 1Y B BT 5E
Pz

http://xenbits.xen.org/xsa/advisory-254.html
H Al Xen B R BEARFE J7 T H A VEAL, TEEEERT.

QEMU-KVM g4k

QEMU ‘B J7 2 BCHE S BT guest A host #AE RGN T RIEE Meltdown I, IF&oR
Meltdown Jgif AN =ik guest F host [HIfE 2 ETHL

k% Spectre HIAFF CVE-2017-5715, QEMU J7 ] IE 7E25 4% KVM 5387 5 &2 5, H B KM 7E 33t
TN T . REERRR, HEBAREMU CVE-2017-5715 IR, KM FEHE cpu
FIFrHrtE expose 2| guest WIZBEF, Frbh guest REEH

LEPSENSSEReAIR

https://www. gemu. org/2018/01/04/spectre/
htips.//marc. into/?]1=kvm&m=15154350650095 7&w=2
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https://support.microsoft.com/en-us/help/4073119/windows-client-guidance-for-it-pros-to-protect-against-speculative-exe
http://xenbits.xen.org/xsa/advisory-254.html
https://www.qemu.org/2018/01/04/spectre/
https://marc.info/?l=kvm&m=151543506500957&w=2
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360CERT & = F&H M,

1 REPER] W ZEA T, BeMXs) MR TBEITE,
2. FEOF T MR BAN T R A XURS A RESRAE T T TR AR 5
3. ST AT LA RE A A ORI B4 D e s

0x04 FAQ HEiafeR

1. .  Meltdown Al Spectre Jeilil BARTARFEM . HE WA A M ANl A sh Bod @ 15 4
Gy AP AT R, BEZK?

[F%:  Meltdown F1 Spectre Jsilil £ — & 1251 N#E AT DA A, 491l is et At R 55, ) B
I, Xen/QEMU-KVM HSEE AL Guset (75t fid & Andedy,  BAR H BT MR &I
F SRS, (HEEW X g kS,  #Ag,  PNE,  HEFE, cookie ZERRFAE I FE
fEfeE. WNUMERSOE, EIRAESE G e, wta] G BB A H f3cEAR S . Xk,
BATHERFE R ZY .

Meltdown Jil £ ZAE T ARIAEE, 78BN AZ N A7 . Spectre T A& itk
trap, A LLAH T8 Tdy, DAKRETUML guest/host Zili, M JLEAEEARRGEN (B i 4
I BFREBERE . RAEARERFIT:

’ BBt .
e FI A # AIBEF P iz . Bt Guest : HEJTERF
Ei 1] [ e ol MERIRE g Hostﬂ-gg;r\hsor AT
Meltdown = %7 = E 2 2 Erih=AH =
Spectre B = B b B #FathEH £

2. W HEDETA R A BT D BRE AR T, MR RE DL, AT EL e R
WRIT% . HATREMRRBIT ATESE, B BRI IL?

b2 HETRHE 2 AN N KRR 248 (0 Windows, MacOS, i0S, Android) #aJ DL it
BRI EBET R v, Horh Windows P G E 30 A B AEAS I XS . EF4) IDC B
=) MK RBEE O, BT IETH EH PN T IR AL, TR 0T
il T ] BEAT R I BOR IR FE It e BkE, H S /T R ERAAI KA IDC, = RS $EHLr
7 1) B 56 3 B RR R TT &

360CERT HVOZEAfREYL, EEZEAM?

[B1%:: 360CERT &il, —Jri, PCIFHLKAN AR AT LLEEGEE 8 AF RS0 m s =77
Za) TRAIAN TR S —T5 T, BN T AR IE R AR, KA IDC/ b/ =
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R, SR, BERS) wH, BERLEAFERRER, EANT TR, AT R,
AT FEEREBFEIEAS, LREHN THRETT S, — AN T IR RE 71, RIS
JE G OL 120 8o i BeEdEah T 1B 5 TAE .

1.
(&)

0x05 AdEl%k
2018-01-04 Google 1] Jann Horn & A7 i {5 &
2018-01-04 360 4= [ P\ & A i im 5

2018-01-09 360 2z 4= F P\ kA i BAE 2 fard

0x06 X BAS

e Intel

https://newsroom. intel. com/news/intel-responds—to-security—research—find

ings/
https://security—center. intel. com/advisory. aspx?intelid=INTEL-SA-00088&1

anguageid=en—fr

https://www. intel. com/content/www/us/en/architecture—and—technology/fact

s—about—side—channel—analysis—and—intel—products. html
https://newsroom. intel. com/wp—content/uploads/sites/11/2018/01/Intel-Ana

lysis—of—Speculative—Execution—Side—Channels. pdf

e Microsoft
https://portal. msrc. microsoft. com/en-US/security—guidance/advisory/ADV18
0002
https://support. microsoft. com/en—us/help/4073119/windows—client—guidance

—for—it—pros—to—protect—against—speculative—exe

o KM
https://support. lenovo. com/us/zh/solutions/len—18282
http://www. huawei. com/en/psirt/security-advisories/huawei—-sa-20180106-01
—cpu—en
e Amazon

https://aws. amazon. com/de/security/security-bulletins/AWS-2018-013/
e ARM
https://developer. arm. com/support/security-update

e (Google
https://googleprojectzero. blogspot. co. at/2018/01/reading—privileged-memo
ry-with-side. html

https://www. chromium. org/Home/chromium-security/ssca
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https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00088&languageid=en-fr
https://www.intel.com/content/www/us/en/architecture-and-technology/facts-about-side-channel-analysis-and-intel-products.html
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https://newsroom.intel.com/wp-content/uploads/sites/11/2018/01/Intel-Analysis-of-Speculative-Execution-Side-Channels.pdf
https://newsroom.intel.com/wp-content/uploads/sites/11/2018/01/Intel-Analysis-of-Speculative-Execution-Side-Channels.pdf
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180002
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180002
https://support.microsoft.com/en-us/help/4073119/windows-client-guidance-for-it-pros-to-protect-against-speculative-exe
https://support.microsoft.com/en-us/help/4073119/windows-client-guidance-for-it-pros-to-protect-against-speculative-exe
https://support.lenovo.com/us/zh/solutions/len-18282
http://www.huawei.com/en/psirt/security-advisories/huawei-sa-20180106-01-cpu-en
http://www.huawei.com/en/psirt/security-advisories/huawei-sa-20180106-01-cpu-en
https://aws.amazon.com/de/security/security-bulletins/AWS-2018-013/
https://developer.arm.com/support/security-update
https://googleprojectzero.blogspot.co.at/2018/01/reading-privileged-memory-with-side.html
https://googleprojectzero.blogspot.co.at/2018/01/reading-privileged-memory-with-side.html
https://www.chromium.org/Home/chromium-security/ssca

REE— FMAS60
360
https://cert.360.cn

https://security. googleblog. com/2018/01/todays—cpu—-vulnerability-what-yo
u—need. html
MITRE

http://www. cve. mitre. org/cgi—bin/cvename. cgi?name=2017-5715

http://www. cve. mitre. org/cgi—bin/cvename. cgi?name=2017-5753

http://www. cve. mitre. org/cgi—bin/cvename. cgi?name=2017-5754
Red Hat

https://access. redhat. com/security/vulnerabilities/speculativeexecution

https://access. redhat. com/articles/3311301#page-table-isolation—pti-6

Apple
https://support. apple. com/en—us/HT208394

Xen
http://xenbits. xen. org/xsa/advisory—254. html
Mozilla
https://blog. mozilla. org/security/2018/01/03/mitigations—landing—new—cla

ss—timing—attack/

VMware
https://www. vimware. com/us/security/advisories/VMSA-2018-0002. html
AMD
https://www. amd. com/en/corporate/speculative—execution
SuSe
https://www. suse. com/support/kb/doc/?1d=7022512
Ubuntu

https://wiki. ubuntu. com/SecurityTeam/KnowledgeBase/SpectreAndMel tdown
QEMU-KVM
https://marc. info/?1=kvm&m=151543506500957&w=2
https://www. gemu. org/2018/01/04/spectre/
TR S
https://meltdownattack. com/mel tdown. pdf

https://spectreattack. com/spectre. pdf

https://googleprojectzero. blogspot. co. uk/2018/01/reading—privileged-memo
ry-with-side. html
360

http://down. 360safe. com/cpuleak scan. exe
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-5754
https://access.redhat.com/security/vulnerabilities/speculativeexecution
https://access.redhat.com/articles/3311301#page-table-isolation-pti-6
https://support.apple.com/en-us/HT208394
http://xenbits.xen.org/xsa/advisory-254.html
https://blog.mozilla.org/security/2018/01/03/mitigations-landing-new-class-timing-attack/
https://blog.mozilla.org/security/2018/01/03/mitigations-landing-new-class-timing-attack/
https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html
https://www.amd.com/en/corporate/speculative-execution
https://www.suse.com/support/kb/doc/?id=7022512
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SpectreAndMeltdown
https://marc.info/?l=kvm&m=151543506500957&w=2
https://www.qemu.org/2018/01/04/spectre/
https://meltdownattack.com/meltdown.pdf
https://spectreattack.com/spectre.pdf
https://googleprojectzero.blogspot.co.uk/2018/01/reading-privileged-memory-with-side.html
https://googleprojectzero.blogspot.co.uk/2018/01/reading-privileged-memory-with-side.html
http://down.360safe.com/cpuleak_scan.exe

